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Fed Payment Services

The Fed helps move
payments from point

A to point B

* Cash

* Checks

* Electronic payments
O Wire
O ACH

e Services to U.S. Treasury
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Financial Services Provided
First Quarter 2018, Average Daily Volume and Value

Payment Method Items (000) Billions of $
Fedwire Funds 613 $3,163
Fedwire Securities 71 $1,301
Automated Clearing House 65.859 $125
Commercial Check Collection 19,525 $32
Total 86,068 $4,621
Cash (notes processed) 139 427 0
Total Payments 225'495 $4,624
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Federal Reserve Payment Improvement Strategies

The Fed is on a multi-year mission to help the
US payments industry achieve five desired
outcomes, which reflect the shared vision of

the Federal Reserve and a broad spectrum of RS —
Progress Report Brochure

payment system stakeholders:

e Speed

e Security

e Efficiency

* |nternational Payments
e Collaboration
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Overview of Our Conversation

 The changing payments landscape
e Consumer-facing innovations

e Payments rail innovations

e Blockchain and cryptocurrencies
 Federal Reserve perspectives

...but first, let’s take a poll!
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How Do You Usually Pay For Things?

e Cash - 'q D) _l'
e Check =
e Credit card
e Debit card L &
e Electronic (ACH, PayPal, bank account payments bill pay)
e Other (money order, prepaid cards, traveler’s checks)

e Cryptocurrency (!?)

We regularly ask a few thousand consumers how they pay for things.
How do you compare to the average US consumer?
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Distribution of Noncash Payments

2000 Volume 2015 Volume
Prepaid Prepaid
Card 1% Card 7%
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2016 Diary of Consumer Payment Choice Results

Percent of payments made

7% 18% 11% 6%

Percent of spend

14% 13%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

H Cash M Check H Credit m Debit B Electronic H Other
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On the subject of monitoring...
More Diary of Consumer Payment Choice Results

How people pay, by transaction amount
How people pay, by income

How people pay, by age group
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Payment Method Used, By Amount

100%
80%
60%
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20%
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B Cash M Check M Credit M Debit M Electronic H Other

Source: 2016 DCPC
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Payment Method Used, By Household Income
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Average Payments per month

/
/

Less than $25,000

Source: 2016 DCPC

55
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Payment Method Used, By Age Group
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Source: 2016 DCPC
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Changing Payments Landscape for Consumers

There has been a LOT of recent “consumer front-end” innovation for initiating a payment,
but less “back-end” or “payment rail” innovation

Payment method innovation Payment rail innovation
’ [ |
venmo /.p S, IR|T|P
e s___. .. B p— z ell e.n:: k ) SameDayACH Powering Smarter Payments

DWOLLA
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Consumer-Facing Innovation: Zelle

* Launched May 2017; app launched September, but also embedded in
banking apps

e Uses “alias-based payments” (mobile # or email)

e Dedicated app used credit/debit card; Zelle embedded in banking app uses
checking/savings

e “Split” function: users can divide the cost of a group purchase (but Venmo
seems to still be where “splitting” happens more)

e Allin-network banks operate under the same set of rules for payments,
disputes, settlement and common user experience

* Funds sent over the Zelle network appear immediately in the recipient’s
account and are made immediately available for use by the consumer



Payment Rail Innovation: RTP

e RTP is a new rail and faster payment capability

e Product of The Clearing House (TCH), which is owned by 25 US banks

e Using “backbone” technology from Vocalink, who built UK Faster
Payments

e Launched in November; open to all US depository institutions

e Uses “credit-push” model (good funds) — operates 24 x 7 x 365

* Provides immediate confirmation notices that payments have been sent,
received and settled

e TCH says RTP is first new rail in 40 years, but not intended to replace
others; will not be high value

e RTP is first “faster payment” out of the gate, but there could be others!



But what about non-banking innovations
in payments?




Blockchain — How Did We Get Here?

2008: The Bitcoin breakthrough
— Established trust without a central authority
— Solved the double spend problem
— Resulted in a distributed unalterable public ledger

7O\

Blockchain and DLT Bitcoin and other cryptocurrencies

(Distributed Ledger Technology)

17
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Components of a Blockchain

-

\_

Blockchain
Ledger

Y4

|
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Blockchain
Distribution

Smart Contracts

(increasingly)

N\

~

Blockchain
Consensus

N\

J

Note: “blockchain” and “distributed ledger technology” or “DLT” are not exactly the same, but are used interchangeably in most cases

NONCONFIDENTIAL
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Components of a Blockchain

-

\_

(| )

Prevate Key

Private Key Private Key

Source. Bitcoin : Peer-to-Peer Electronic Cash System,
Nakamoto

Blockchain Ledger
e A transaction ledger where each transaction is tied to all of

the previous transactions using cryptography, making the

ledger tamper-proof /

WORKFLOW OF A SIMPLE BLOCKCHAIN \

NONCONFIDENTIAL
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Components of a Blockchain
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Blockchain Distribution

e A system wherein all participants in the consensus model
have a complete copy of the entire ledger

\ e Distribution can be public, or partial with security roles /

20
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Components of a Blockchain
/ This quy wants to add \
i ﬁ' B
=) \ Tﬁr‘
All of the other nodes in 7;? CT — % Each node checks and votes,

the Blockehain Network If thete is 3 consensus, the
use cryptographyto check HEWWEcohdisacceptedinto
that the new record is the Blockehain and
valid synchronised across each

node
Source: Zurich Insurance Company

Blockchain Consensus
e A process used with distributed ledgers that ensures that all
parties can agree on the validity of transactions and of the

\ entire ledger /

21
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Components of a Blockchain

4 h

Smart Contracts

are often considered a 4th Component

A computer protocol intended to facilitate, verify, or
enforce the performance of a contract

e Smart contracts allow the performance of transactions
without third parties, often with “if...then...” type
programming

\  Transactions are trackable and irreversible /

22
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Cryptography = Immutable
Why You Can’t

Cheat on a
Blockchain

1. Say everybody
is working on
block 91.

2. But one miner wants

to alter a transaction

in block 74.

3. He'd have to make his

changes and redo all the
computations for blocks

T4=-90 and do block 91.
That's 18 blocks of

expensive computing.

Rl
v R ey

© [6)]

4. What's worse, he'd have to do it all before everybody else
in the Bitcoin network finished just the one block (number 91)

that they're working on.

NONCONFIDENTIAL

Each block’s crypto
signature is based off of
the previous block

To replace a block you
would need to rebuild and
resign each block
following it, before the
next block is produced
Would still need to have
that copy on 51% of the
network

Note: Some exchanges and smart
contracts have experienced security
issues (not the blockchain)
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Potential Benefits

e Cheaper, relatively faster value/ownership transfer
— Enables faster dissemination of information
e Faster settlement

— DLs promise faster settlement, without the need for a central agency to act as a
controlling authority

* |Improved data auditability and governance

— Transactions records are easily kept and logs can be accessed by clients, control
functions, and regulators

* Provides greater resiliency by minimizing centralized points of failure

« Transparency and immediacy

— Transactions can independently be verified at any point in time

Note: Many of the “potentials” are unrealized to date, as experiments continue



Promising Supply Chain Use Cases

IBM is tapping blockchain for

a more transparent, authentic Wa I ma rt IBM brings Walmart,

and trustworthy global food

Tyson Foods into

supply chain. Y blockchain fold
g‘.?%g %
% <07 This summer, IBM
(O SA :
. announced a consortium
Undlever with 10 major food
Disparate ledgers and lack of transparency in the supply chain ® Y, - .
it food at riek. m II i suppliers to apply
' " ' ' Im s blockchain to the food
S @L« . e — = supply chain to improve
| K5 | ooa] T - [ — 5 o
ralr"rs Procissar Dis1rfu[ar Rct-fmc-r f(_)(_)d Safety an d

s - S ingredient transparency.
=

VER Y oA Il Blockchain can help

cshapiving o e brands track sources of
misrepresentation, bacteria, viruses hurnidity. expiry CC) n ta n_] | n atl':) n fa r nw C) re

substitution

quickly, reducing the
impact of compromised

products from an ecosystem of suppliers to store shelves and \U/> goiden state fOOdS fOOd S.
ultimately to consumers. C
L~
hic source; IBM / ®

Blockchain can help digitally trace and authenticate food
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Now a Word on Cryptocurrencies...

They can vary according to:
e Technology

— Hash algorithms used

— Process for agreeing to the “truth”
* Proof-of-Work, Proof-of-Stake, etc.
e Things you have heard about Bitcoin might not apply to others

— Rate of confirming new blocks of transactions
e Money Supply
e Use Cases



Bitcoin...

2
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Cryptocurrency Protocols: Bitcoin P

What is a “bitcoin?”

- A peer-to-peer virtual currency

« A unit of value created and held electronically
- Allows decentralized transfers of value

« No central bank or a single administrator (no single entity controls the
currency or the network)

« Motivation:

— Distrust of Fls: In traditional payments, any noncash transaction requires a trusted third-party
administrator—commonly a bank or financial service provide

« Primary concerns of Bitcoin:

— Transaction security

— Preventing double spends



Bitcoin Price Volatility

e I iy B 1w Tm| | -3m 1y All

$19,343 on Dec 16, 2017
Agustin Carstens, the general manager of the Bank for

International Settlements (BIS) said on February 6 that
bitcoin "has become a combination of a bubble, a Ponzi
gikiiog scheme and an environmental disaster."

Fzo000

~ | :h 10000

-

$1,090 on April 1, 2017

$5000

$9,190 on
May 8, 2018

May '17 Sep 17
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Cryptocurrency Protocols: Ethereum
The World Computer

v

More robust programming/scripting language than Bitcoin; can run smart

Public ledger, decentralized, P2P, and open source just like Bitcoin

Native token/currency is Ether

contracts
— Smart contracts are programs that run autonomously on the blockchain;
can store data and send/receive transactions
— Turing complete virtual machine (EMV); able to run any computation a
normal computer can
Can be used to develop, decentralize, secure, and trade just about anything

including company governance, voting, and intellectual property

30
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Fed Views on Blockchain and Cryptocurrencies

Blockchain and DLT Generally
Cautiously optimistic

Cryptocurrencies like Bitcoin
Concerned if broadly adopted by public

_ Central Bank Digital Currency
Under evaluation, but no plans to introduce

NONCONFIDENTIAL
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Fed Views on Blockchain and Cryptocurrencies

Blockchain and DLT Generally

Cautiously optimistic

* |In the context of payments, DLT has the potential to provide new ways to transfer and
record the ownership of digital assets; immutably and securely store information;
provide for identity management; and other evolving operations through peer-to-peer
networking, access to a distributed but common ledger among participants, and
cryptography

 Potential use cases in payments, clearing, and settlement include cross-border
payments and the post-trade clearing and settlement of securities

* Asthe technologies and experimentation with these technologies continue to develop,
it will be important to thoroughly understand how these changes apply broadly;
understanding the potential range of DLT adoption and its link to changing the financial
market structure is an area for future research




Fed Views on Blockchain and Cryptocurrencies

Cryptocurrencies like Bitcoin

Concerned if broadly adopted by public

e The “currency” or asset at the center of some of these systems is not backed by other
secure assets, has no intrinsic value, is not the liability of a regulated banking
institution, and in leading cases, is not the liability of any institution at all

* While these digital currencies may not pose major financial stability concerns at their
current levels of use, more serious financial stability issues may result if they achieve
wide-scale usage




Fed Views on Blockchain and Cryptocurrencies

Central Bank Digital Currency

Under evaluation, but no plans to introduce

* Consideration of a central-bank-issued digital currency to the general public would
require extensive reviews and consultations about legal issues, as well as a long list of
risk issues, including the potential deployment of unproven technology, money
laundering, cybersecurity, and privacy to name a few

e The prospect of a government-sponsored digital currency might derail private-sector
plans to enhance the payment services provided to their customers, thereby disrupting
the financial networks that exist today in ways that could create instability




Resources for Further Reading

“Federal Reserve Next Steps in the Payments Improvement Journey”
Federal Reserve System (September 2017)
https://www.federalreserve.gov/newsevents/pressreleases/files/other20170906al.pdf

“The 2016 Diary of Consumer Payment Choice”
Claire Greene and Scott Schuh (December 2017)
https://www.bostonfed.org/publications/research-data-report/2017/the-2016-diary-of-consumer-payment-choice.aspx

“Thoughts on Prudent Innovation in the Payment System”
Federal Reserve Board, Governor Randal Quarles (November 2017)
www.federalreserve.gov/newsevents/speech/files/quarles20171130a.pdf

“Central Bank Digital Currencies”
BIS, Committee on Payments and Market Infrastructures and Markets Committee (March 2018)
https://www.bis.org/cpmi/publ/d174.pdf
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