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Today’s Agenda:

1. RDC definition and overview of adoption trends

2. Risk management sound practices

3. Emerging RDC risks 
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Remote Deposit Capture
Remote deposit capture (RDC) - The process of electronically 

capturing check images and data, transmitting that information 
for deposit and clearing, and truncating the original paper 
checks. A financial institution processes, presents & settles 
check images in secure environment under Check 21 rules.

The Federal Financial Institutions Examination Council (FFIEC) 
member agencies issued guidance on January 14, 2009; 
“FFIEC Guidance Addressing Risk Management of Remote 
Deposit Capture Activities”.
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Presenter
Presentation Notes
The guidance is designed for use by financial institutions, technology service providers, and examiners to identify risks in financial institutions’ remote deposit capture (RDC) systems and to evaluate the adequacy of associated controls and applicable risk management practices.1
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Remote Deposit Capture Adoption
• YE 2009 estimate: 10,500 Financial Institutions (Fis) offering 

commercial  RDC with 500,000 users/scanners 

• YE 2009 Estimated adoption by FI asset size:
< $1b = 60%

$ 1b - $50b = 82%

> $ 50b = 100%

• Community Bank ( < $1b ) RDC product mix:
67% - Single product to serve all commercial clients

6% - Multiple commercial products based on deposit volume

22% - Small business RDC products

Source:  Celent LLP, 10-20-09
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How RDC 
introduces 
risk into 
deposit 
processing.

Presenter
Presentation Notes
RDC business processes and technology systems can be implemented within the “trusted zone” of an institution’s internal network inside the firewall perimeter, including backroom operations—the portion of the diagram inside the box.  RDC can also be implemented in the “untrusted zone” at customers’ locations, which are at the bottom of the diagram and outside of the box.   In between these two zones—but not shown in the diagram—can be one or more service providers that can further affect risk to the financial institution.


The “untrusted” zone at customer locations involves technology and processes that enable non-financial institution employees to scan or otherwise capture deposit information at their home or business and electronically transmit check images or related deposit information to a financial institution or its outsourced technology service provider for processing, presentment, and clearing/settlement.  These external RDC deployments are outside of the financial institution’s direct control.  External deployments also include third-party servicers to whom the financial institution has outsourced RDC.  Some of the risks in the untrusted zone are the same as those in the trusted zone—image quality, document retention and destruction, and so forth.  But the untrusted zone also introduces new risks such as the potential for diminished internal controls, weaker operational and risk management oversight, fraud, and deficient information security.
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FFIEC Guidance on Sound Practices

1) Strategic risk factors

2) Legal and compliance

3) Policies and procedures

4) Customer selection

5) Contracts and customer agreements

6) Operational risk factors

7) Controls and risk mitigation 
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Presenter
Presentation Notes
Although RDC is deposit-taking in a new form, it is much more than a new service; it is a new technology system with new business processes. Competitive pressures may lead to adoption ahead of comprehensive risk assessment. risk tolerance

Strategic risk factors that should be considered include:
the bank has a well thought out strategy for deploying RDC as one product within a set of e-commerce products designed to improve customer retention and deposit gathering.
  Is RDC consistent with the overall business strategy, other short- and medium-term tactical goals, existing and planned products and services and technology systems, and current and future staff size and skill sets?
  Is the cost and return on investment understood and consistent with the financial condition of the firm?  
  Given the current and future staff skill sets, can all of the risks posed by RDC be effectively monitored and managed?
  Beyond installation of the technology, are the risks associated with marketing, installation, and training understood and manageable?

RDC is exposed to all of the many legal and compliance risks of routine deposit and item processing.  However, because legal precedent related to electronic clearing and settlement continues to evolve, the level of risk and uncertainty may be higher.  Therefore, it is important that senior management identify, understand, and assess legal and compliance risks. 
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Customer Selection

• Use credit analysis procedures

• Apply “Know Your Customer” guidelines

• Leverage BSA/AML procedures

• Evaluate customer financial strength and relationship stability

• Review all identified performance issues

• Review customer location for RDC placement(s)

• Develop a customer management process 
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Presentation Notes

Know Your Customer - Leverage BSA/AML procedures; Include foreign correspondent accounts
Evaluate customer financial strength and relationship stability
Onsite operations - Controls, risk management practices, staffing, training, and IT infrastructure
Review identified issues - Customer audit reports, where available; may also use  customer self-assessments and public rating sources

Rely on KYC approach:
using a procedure based and conservative approach, which includes a thorough credit analysis on each RDC customer it sets up.

Time in business
Existing customers only
Treasury management accounts
Site visit - Customer management
The bank engages the E-Commerce Team along with e- commerce specialists in each branch to market RDC services and support RDC customers. Bank policies for the RDC services require annual site visits to all customers, including low volume and dormant accounts that maintain the RDC service 
Review prior account activity
Financial review
Credit report
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Contracts and Agreements

• Vendor selection and management

• Vendor service level agreements

• Customer / vendor / FI roles and responsibilities

• Governing laws &regulations

• Customer processes and procedures

• Performance and image quality standards

• Document handling and record retention

• Dispute resolution; service termination
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Presentation Notes
Vendor selection and management - Financial institutions that outsource RDC activities should implement the sound vendor management processes described in the Outsourcing Technology Services Booklet of the FFIEC IT Examination Handbook.
Roles and Responsibilities
The E-Commerce Services Agreement clearly defines the customer and the bank responsibilities/ liabilities.  The Merchant Agreements details the merchant responsibilities for operating in a secure fashion.
 Governing laws &regulations
	Allocation of liability, warranties, & indemnification
Customer processes and procedures
	Items that may be transmitted
	 Authority to mandate specific customer internal controls
	 Periodic customer audits of controls over RDC
 Performance and image quality standards
 	Cut-off times and deposit acknowledgement
 Document handling and record retention

 Dispute resolution

 Service termination
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Controls and Risk Mitigation
• Access controls - physical and logical access 

• Process controls - information accuracy and integrity

• RDC and information security training

• Fraud controls 

• Business continuity planning

• Measuring and monitoring 
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Presenter
Presentation Notes
Access Controls - Management should assess the risks associated with physical and logical access to RDC systems, the original deposit items, and electronic files
Process Controls – Image quality
Information accuracy and integrity
Duplicate submission of deposit items
Compatibility during hardware and software modifications or enhancements
Paper check storage and retention
Fraud Controls - Deposit information alteration
Forged or missing endorsements
Duplicate submission of deposit items
Identity theft or inappropriate NPPI data access 
Oversight and monitoring/fraud control
automated monitoring system that allows the bank to monitor and/or stop a deposit from processing if it exceeds a pre-set transaction limit. All accounts are monitored limits for all customers have been set.  Management should quickly move to establish limits for all RDC customers.
Training - Financial Institution personnel and RDC customers
Provided by the FI or a third party, Routine operations , Risk management, Problem resolution, Information security training
Business Continuity - RDC contingency plans should be incorporated into the enterprise-wide Business Continuity Plan w/ Periodic testing Business continuity planning including established recovery time objectives from loss of vendor systems . Confirmation of committed service restoration times should be added into existing service level agreements. 
Measuring and Monitoring – Timely, accurate, and reviewed by management; Include financial institution, vendor, and customer location activities. Based on key risk and performance metrics derived from operational benchmarks. Risk assessments are performed
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RDC Emerging Risk Issues

• New technology/software/mobile devices

• Foreign correspondents

• Third-party and ISO direct sales

• Cyber crime
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Presentation Notes
Rapid growth in consumer capture of deposit information via new technology/software/mobile devices
Foreign correspondents using RDC; growing potential for money laundering
Rise of “third-party” direct sales of RDC services by solutions providers and independent sales organizations
The reliance on third party services for the underlying technologies in these payment products, demands strong vendor management. 

Increasing sophistication of Internet based cyber criminals using the Internet to infiltrate the computer systems of financial institutions in order to steal confidential customer data as well as execute financial fraud 
Remote deposit capture services provide financial institutions an opportunity to reduce costs and generate new revenue. Appropriate management of risk is an essential step to fully achieving potential benefits. 
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For further discussion and follow-up:

Richard Simpson
• Email:  richard.simpson@rich.frb.org
• Phone:  704-358-2165
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